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Freeradius certificate

e Certificate Compatibility

e https://learn.microsoft.com/en-US/troubleshoot/windows-server/networking/certificate-requirem
ents-eap-tls-peap#server-certificate-requirements

e EAP Server Certificate considerations

e WPA3 Specification

 https://wiki.alpinelinux.org/wiki/FreeRadius_EAP-TLS_ configuration

Summary

e Windows client requirements:
o Must contains OID =1.3.6.1.5.5.7.3.1 (TLS Web Server Authentication)
o The name in the Subject line of the server certificate matches the name that's
configured on the client for the connection.
o For wireless clients, the Subject Alternative Name SubjectAltName) extension
contains the server's fully qualified domain name (FQDN).
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